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ISACA Latvija un pasaulé

iISACA

Trust in, and valve from, information systems
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Trust in, and value from, information systems
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IT vadibas sistemas audits

/

» IT vadibas sistémas auditam jabut
— Risku bazétam
— Veiktam saskana ar |IT audita standartiem
— Planotam

— |zpilditam saskana ar audita programmu,
sasniedzot audita mérki

— Sagatavots audita slédziens
— Veiktam péc auditam (follow-up)
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I'T audita proceduras

/

|zpratnes ieglisana par auditéjamo objektu

+ Risku planosana un visparéja audita plana
sagatavoSana

Detalizéto parbauzu planosana

Sakotnéja audita objekta apskate (dokumentacija)
Audita objekta novértéjums

Pastavoso kontrolu identifikacija

Atbilstibas testéSana (procesa walkthrough)
Substances testi

Audita zinojums (rezultatu prezentésana)

k Follow-up

© ISACA 2010 All Rights Reserved



IT vadibas sistémas audita jomas /SACA
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 |T parvaldibas procesu(a) audits

— Procesu grupas
- PlanoSana un organizacija
- Sistému ievieSana
- Sistému ekspluatacija un darbinasanas atbalsts
- Parraudziba un monitorings

— Kiritiskie procesi valsts iestadém

+ Planosana un stratégija

 |IT droSibas parvaldiba

* Atbilstiba likumdosanai

* lzmainu parvaldiba un logiskas pieejas kontrole
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Cobit procesu modelis ISACA

Trust in, and valve from, information systems

COBIT 5 Process Reference Model
Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor
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Aréjo auditoru izmantoSana _ISACA
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- Aréjam auditoram jadarbojas |A uzdevuma

 Drikst palauties uz citu auditoru veikto
darbu (S13 Using the Work of Other
Experts)

- Audita planosana un audita programma

A




IT audita integracija finanSu revizija ISACA

Trust in, and valve from, information systems

Financial statement assertions — significant accounts —

(Existence, completeness, valuation, rights and obligations, presentation and disclosure) —

Entity level control assessment

Flow of transactions

(Initiate, -authorize, process, record, report)

IT dependent manual controls
Application controls Manual controls
Electronic audit evidence

Key IT general controls

(Change management, access control, IT operations) —

Walkthroughs and control testing
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Electronic audit evidence

Financial statement audit




IT kontroles iSACA

Trust in, and valve from, information systems

Controls

Manual Automated
controls controls

® IT dependent Application Application
£ manual controls controls Application
@ Embedded controls App'fcatfon
0 configurable controls Application
[
S
(1]

Segregation of duties

Company-level controls

- )
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I'T kontrolu veidl iSACA

Trust in, and valve from, information systems

K Automatizétas kontroles
— IT sistéma iebuvétas kontroles, kas notiek izpildot katru transakciju
— Sniedz parliecibu, ka transakcijas ir pareizas (saskana ar prasibam), tas ir
atbilstoSi autorizétas un pilniba izpilditas
— Parasti loti svarigas, ja japarliecinas par pareizu pienakumu sadali
Veidi
lebGvétas sistéma (nav mainamas 4 )
bez programmeésanas) Controls
Konfiguréjamas (mainamas, Manual Automated
izmatojot sistéma iebavétus rikus) controls controls
|lzpausmes T |
Datu lauku satura validacijas U GO Application "
Aprékini g manual controls controls s
» e 5 Embedded controls €
pereis e ciam steman : :
Autorizacijas parbaudes < >
IT atkarigas manualas kontroles g g
Manualas kontroles, kas palaujas uz 5,', §
IT sistemas informaciju ©
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IT visparejas kontroles iISACA

Trust in, and valve from, information systems

/ Kapéc tas ir svarigas revizijas ietvaros?
IT vide ir viens no svarigiem nosacijumiem, lai uznémums sasniegtu
planotos mérkus

No IT sistemu pareizas darbibas ir atkariga vadibas un finanSu
informacijas precizitate un savlaicigums

IT visparigas kontroles nodrosina, ka sistemas esosas automatizétas
kontroles darbojas netraucéti visa parskata perioda.

— IT visparéjo kontrolu 4 )
efektivitates vertejums ir
priekSnosacijums, lai datus
no sistémam varétu izmantot
revizijas ietvaros bez
papildus parbaudém

IT general controls foundation

E|ElE

Operating systems Databases ERP




IT visparejas kontroles iSACA

Trust in, and valve from, information systems
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- Sistému izstrades un izmainu parvaldibas kontroles
— Merkis: sistéma tiek ieviestas izmainas kas ir
 Atbilstosi autorizétas
- Testéetas un apstiprinatas
- Pieejas kontroles
— Merkis: sistéma esosSie dati ir pieejami tikai atbilstoSi autorizétam
personam konkréto pienakumu izpildei (atbilstosa apjoma)
« Attieciba gan uz programmam, tabulam un eksportétajiem datiem
« Pieejas veidi (ieglt informaciju, izmainit informaciju, izpildit operaciju)
« IT sistému darbibas kontroles
— Meérki:
 Elektroniskie finansu dati ir aizsargati pret iespéjamu zaudésanu vai
sabojasanu,
+ Regularie un automatiskie sistémas procesi tiek uzraudziti
« IT problémas un incidenti tiek analizéti un savlaicigi novérsti
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